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Abstract of the contribution: Describes a new solution to optimize authentication flow in case of intermittent/temporary connectivity like in store and forward use case by inversing the current AKA scheme. 
1. Introduction
[bookmark: _Toc510607461]The FS_5GSAT_ARCH_Ph3 SID SP-231199 contains the following Work Task:
	WT2: Store and Forward 
WT-2.1: Study, and if applicable, define the parameters needed to characterize and support S&F Satellite operation from a data service perspective, both for NR NTN (5GS) and IOT NTN (EPS).
WT-2.2: Study, and if applicable, define the control plane and user plane enhancements, including the minimum necessary set of Core Network functions to be embedded in the satellite, to support S&F Satellite data operation, both for NR NTN (5GS) and IoT-NTN (EPS). Co-ordinate with SA3 LI if needed. 
NOTE 2:	S&F for IoT NTN will be studied first and if there is remaining time available NR NTN can then be studied.
…	




And TR 23.700-29 contains the following objectives for corresponding Key Issue - KI#2: Support store and forward satellite operation. 
	S&F Satellite operation is especially suited for the delivery of delay-tolerant/non-real-time satellite services (i.e. CIoT/MTC, SMS). To support S&F Satellite operation for such services, it is proposed to study the following items:
-	If applicable, what are the minimum necessary set of core network elements/network functions that should be placed on board the satellite(s) for the intended service(s);
-	Whether and how to trigger S&F Satellite operation, and how to execute S&F Satellite operation;
-	What enhancements on the related UE and network procedures are needed to support S&F Satellite operation, including:
-	Whether to inform the UE when the S&F Satellite operation is applied or not.
NOTE 1:	S&F for IoT NTN will be studied first and if there is remaining time available NR NTN can then be studied.
NOTE 2:	Coordination with SA3-LI on LI aspects is needed.
NOTE 3: 	The candidate solutions need to indicate which service(s) they are addressing (CIoT CP Optimizations, CIoT UP Optimizations, SMS).
…




Store and Forward operation is defined in the Annex B of TR 23.700-29: “under “S&F Satellite operation” mode, the end-to-end exchange of signalling/data traffic is now handled as a combination of two steps not concurrent in time” 
TS 22.261 mandates also following stage 1 requirement: “The 5G system with satellite access supporting S&F Satellite operation shall support mechanisms for a UE to register with the network when the network is in S&F Satellite operation.”
Applied in EPC (5GC), these statements requires that the ATTACH (REGISTRATION) procedure, as described in TS 23.401 (23.501), including Authentication and security as part of the procedure, may be performed as a combination of two steps not concurrent in time: the UE may start the attach (registration) procedure with satellite not connected to the ground and the procedure shall end with attach (registration) complete and data exchange.
Taking as example the EPC case, as described in TS33.401[aa], The authentication and security procedure – AKA- requires Authentication Vectors (AVs) fetching to HSS by MME and further security exchanges between the UE/USIM and the MME. I.e:  In the initial request, UE provides IMSI, MME fetches AVs corresponding to the credential known for this IMSI and uses this AVs to perform mutual authentication in between the USIM and the MME.  In case of no connection with the ground when UE is trying to attach through eNB on board, this AKA scheme cannot be performed directly. It is possible to imagine having MME or part of MME for security purpose on board of the satellite, pre-fetching AVs upon UEs request, but then the AKA and the attachment couldn’t be performed in a single step, meaning the UE will need to wait for the satellite to fly again over the zone to complete the attachment. Even if it is possible to imagine also to dispatch the AVs inside the constellation for the next satellite over the zone to have AVs for the UE, this 2 rounds attachment procedure is not optimal and introduces delay in service (e.g: hours(s)).
The solution described here addresses the objectives highlighted above, proposing enhancements on Authentication and Key Agreement procedure associated with data exchange to be compatible with S&F operation, i.e: process security features and data exchange in a single round instead of 2. 
The solution is applicable to both 4G and 5G registration with AKA procedure.


2. Text Proposal
The following text is proposed to be applied to TR 23.700-29.
[bookmark: _Toc97108978][bookmark: _Toc100782791][bookmark: _Toc100983165]*** First Change ***
[bookmark: _Toc97108967][bookmark: _Toc100782780][bookmark: _Toc100983154]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[bookmark: definitions][1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 23.501: "System Architecture for the 5G System; Stage 2".
[3]	3GPP TS 23.502: "Procedures for the 5G system, Stage 2".
[4]	3GPP TS 23.503: "Policy and Charging Control Framework for the 5G System".
[5]	3GPP TS 23.401: "General Packet Radio Service (GPRS) enhancements for Evolved Universal Terrestrial Radio Access Network (E-UTRAN) access".
[6]	3GPP TS 22.261: "Service requirements for the 5G system; Stage 1".
[7]	3GPP TS 23.682: "Architecture enhancements to facilitate communications with packet data networks and applications".
[8]	3GPP TR 22.865: "Study on satellite access Phase 3".
[9]	3GPP TS 23.228: "IP Multimedia Subsystem (IMS); Stage 2".
[10]	3GPP TS 29.514: "5G System; Policy Authorization Service; Stage 3".
[bookmark: MCCTEMPBM_00000030][11]	3GPP TS 24.229: "IP multimedia call control protocol based on Session Initiation Protocol (SIP) and Session Description Protocol (SDP); Stage 3".
[12] 	3GPP TS 38.413: " NG-RAN; NG application protocol (NGAP)".
[13]	3GPP TS 36.300: "Evolved Universal Terrestrial Radio Access (E-UTRA) and Evolved Universal Terrestrial Radio Access Network (E-UTRAN); Overall description".
[14]	3GPP TS 36.413: "Evolved Universal Terrestrial Radio Access Network (E-UTRAN); S1 Application Protocol (S1AP)".
[15]	3GPP TS 24.501: "Non-Access-Stratum (NAS) protocol for 5G System (5GS); Stage 3".
[16]	IETF RFC 7976: "Updates to Private Header (P-Header) Extension Usage in Session Initiation Protocol (SIP) Requests and Responses" (https://www.rfc-editor.org/rfc/rfc7976.txt).
[17]	3GPP TS 24.301: "Non-Access-Stratum (NAS) protocol for Evolved Packet System (EPS); Stage 3".
[18]	3GPP TS 23.272: "Circuit Switched (CS) fallback in Evolved Packet System (EPS); Stage 2".
[19]	3GPP TS 23.040: "Technical realization of the Short Message Service (SMS)".
[20]	3GPP TS 29.338: "Diameter based protocols to support Short Message Service (SMS) capable Mobile Management Entities (MMEs)".
[aa]	3GPP TS 33.401: "3GPP System Architecture Evolution (SAE); Security architecture".
[bb]	3GPP TS 33.501: "Security architecture and procedure for 5G system".
[cc]	3GPP TS 33.102: "Security architecture".


*** Next Change ***
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Table 6.0-1: Mapping of Solutions to Key Issues
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[bookmark: _Toc100782814][bookmark: _Toc100983192]6.X	Solution #X: Inverse AKA, solution to optimize authentication flow in case of intermittent/temporary connectivity
[bookmark: _Toc97108983][bookmark: _Toc100782815][bookmark: _Toc100983193]6.X.1	Description
The proposed solution complies with all architectural assumptions and principles of TR23.700-29 as well as network scenarios for Store and forward operations (regenerative payload capabilities on LEO satellite), as described in Annex B of TR 23700-29 and is compatible with roaming scenario. 
The solution, by reversing roles between UE/USIM and network, enables an Authentication and Key Agreement mutual scheme, with same security level as the usual one. 
Those reversed roles, because UE is originating the procedure, enable to cope with the connection discontinuity introduced by intermittent satellite coverage. UE generating AV can directly secure the user data to be attached as payload associated with first signaling messages.
The solution also enables to optimize the satellite communication by including user data attached to signaling NAS message during attachment, maintaining, at each step the security level.
The main steps of the solution are the following, applicable to both 4G and 5G registration with AKA procedure: 
The UE having user data to transmit first generates a random value and UE authentication key hierarchy based on this random. The UE creates authentication vector including the generated random, an authentication token, an expected result as required by predefined authentication scheme. The UE then has all material to protect the data to be sent attached as payload to NAS message with generated authentication keys.  
During the first period when the satellite flies over the UE, the UE detects the satellite and starts attach procedure. UE then sends, for storage and forward, the authentication vector, the permanent subscription identifier and the UL encrypted user data to the satellite. This information will be sent as NAS encrypted payload associated to ATTACH/REGISTER message. 
During the second period when the satellite flies over the ground gateway, the satellite forwards ATTACH/REGISTER message to the serving ground network.
The serving ground network stores the authentication expected result being part of the authentication vector and the protected first user data and forwards the random, the authentication token and the permanent subscription identifier to the home network.
The home network will verify authentication token, and computes home network key hierarchy and a cryptographic result. It will transmit this information to the serving ground network. 
Serving ground network will process UL encrypted data. If DL data are to be sent to the UE the serving network will also encrypt it using received keys. It will send the result and the protected response to the next serving satellite for storage and forward. 
It is up to the ground network to determine the next serving satellite to push the response with DL data to the UE.
When the satellite is again connected with the UE, the satellite will forward the result and the protected first response data.
UE finally verifies the result and process the first response data. 
[bookmark: _Toc97108984][bookmark: _Toc100782816][bookmark: _Toc100983194]
6.X.2	Procedures

6.X.2.1	Procedures for EPC
The main steps for the procedure are the following: 


Figure 6.X.2.2.1: Inverse AKA and data exchange in EPC.
If the UE has data to send uplink, when it detects the satellite in S&F mode, the steps are the following:
1. (Optional step) UE and satellite setup a secure channel in order to mutually authenticate each other.
2. The UE creates a 4G AV. The UE does this by generating an AV with the Authentication Management Field (AMF) separation bit set to "1". The UE shall then calculate XRES as defined in TS 33.401 [aa] and create an AV from RAND, AUTN, XRES.
3. The UE shall then derive keys from CK, IK as defined in EPS key hierarchy of TS 33.401 [aa]
4. UE encrypts payload: UL user data with NAS keys
5. UE sends ATTACH REQUEST containing RAND, AUTN, XRES and UL data as encrypted payload on service link
6. Satellite stores information… 
7. …till it will be able to reopen a feeder link with ground network
8. Thanks to feeder link now available, satellite sends ATTACH REQUEST containing RAND, AUTN, XRES and UL data as encrypted payload to MME.
9. MME stores XRES and encrypted UL user data message.
10. MME sends AUTHENTICATION REQUEST to HSS/AuC together with IMSI/GUTI, RAND and AUTN 
11. HSS/AuC verifies AUTN. To avoid any synchronization issue, it will be recommended to use time-based SQN generation.  
12. If OK, HSS/AuC computes RES, CK, IK and generates KASME 
13. HSS/AuC sends AUTHENTICATION RESPONSE to MME with RES and KASME
14. MME compares XRES with RES and if OK generates keys from KASME as defined in EPS key hierarchy of TS 33.401[aa]
15. MME can decrypt UL data with NAS keys 
16. If data are to be sent Down Link, MME encrypts DL data with NAS keys 
17. MME sends RRC security mode command to eNodeB to provide RRC keys.  
18. MME sends ATTACH COMPLETE message with RES and encrypted DL data as payload.
19. If service link is not available, satellite/eNodeB store the NAS message.
20. eNodeB proceeds to RRC key derivation.
21. When service link becomes available, both endpoints know RRC keys.
22. when service link becomes available …
23. eNodeB forwards the ATTACH COMPLETE message with RES and encrypted DL data as payload message to the UE. 
24. UE verifies the RES. 
25. The UE processes the potential encrypted DL data as payload message to the UE

Editor Note: satellites in between phase 1 and phase 2, and between phase 2 and phase 3 can be different as no remanent information is maintained in the satellites along all the phases, how the system detects which best satellite to perform phase 3 is FFS. 


6.X.2.2	Procedures for 5GS
The main steps for the procedure are the following: 


Figure 6.X.2.2.1: Inverse AKA and data exchange in 5GS.
1.	Optional step. UE and satellite setup a secure channel to mutually authenticate each other.
2.	The UE shall create a 5G AV. The UE does this by generating an AV with the Authentication Management Field (AMF) separation bit set to "1" as defined in TS 33.102 [cc]. The UE shall then calculate XRES* as defined in TS 33.501 [bb] and create a 5G AV from RAND, AUTN, HXRES*. Finally, the UE generate a SUCI as defined in TS 33.501 [bb].
3.	The UE shall then derive keys from CK, IK as defined in TS 33.501 [bb] till User Plane keys and generate UL user data protected by NAS keys.
4.	The UE use service link to send to the satellite the REGISTRATION REQUEST for the SUCI with 5G AV and first UL data, as encrypted payload 
5.	Satellite stores all those information… 
6.	…till it will be able to reopen a feeder link with ground network
7.	Thanks to feeder link now available, satellite send that information to AMF/SEAF
8.	AMF/SEAF store HXRES* and first user data message
9.	AMF/SEAF sends SUCI, RAND and AUTH to AUSF
10.	AUSF sends them to UDM/ARPF as part of authentication request
11.	 UDM invokes SIDF to de-conceal the SUCI 
12.	Based on K and RAND, the UDM/ARPF verify the freshness of the received values by checking whether AUTN can be accepted (MAC-A, SQN).
13.	The UDM/ARPF computes RES, CK, IK and then computes RES* and KAUSF
14.	The UDM/ARPF return SUPI, RES* and KAUSF to the AUSF
15.	The AUSF generate KSEAF from KAUSF 
16.	The AUSF sends to AMF/SEAF, RES*, SUPI and KSEAF
17.	The AMF/SEAF generate HRES* from RES* and compare it to previously received HXRES*
18.	The AMF/SEAF process the first user data message previously received
19.	The AMF/SEAF process the potential user data DL message for the UE
20.	The AMF/SEAF determines the next satellite over the zone and send key material for RRC protection 
21.	The AMF/SEAF sends to the satellite the REGISTRATION ACCEPT with RES* and user data DL message if any as encrypted payload. 
21.	Satellite stores all those information… 
22.	…till it will be able to reopen a service link with UE, RRC protected 
23/24.	The satellite sends to UE, the REGISTRATION ACCEPT with RES* and user data DL message if any as encrypted payload. 
25.	The UE verify the RES*
26.	The UE process the potential user data response message

Editor Note: satellites in between phase 1 and phase 2, and between phase 2 and phase 3 can be different as no remanent information is maintained in the satellites along all the phases, how the system detects which best satellite to perform phase 3 is FFS. 

[bookmark: _Toc97108985][bookmark: _Toc100782817][bookmark: _Toc100983195]6.X.3	Impacts on existing nodes and functionalities
6.X.3.1	For EPS 
UE:
· Generate AV
· Derive Keys 
· Encrypt UL / Decrypt DL data with NAS keys
· Send AUTN, RAND, XRES with UL as payload attached to NAS message (ATTACH) 
[bookmark: _Hlk158386115]MME:
· Generate Auth Req to HSS/AuC 
· Compare RES & XRES 
· Computes key derivation
· Potentially determines the best next serving satellite for the UE 
[bookmark: _Hlk158386240]HSS/AuC
· Verify AUTN, computes Auth response data (computes RES, CK, IK and generates KASME)

6.X.3.2	For 5GS 
UE:
· Generate AV
· Derive Keys 
· Encrypt UL / Decrypt DL data with NAS keys
· Send AUTN, RAND, HXRES* with UL as payload attached to NAS message (REGISTRATION) 
· Verifies RES*
AMF/SEAF:
· Generate Auth Req to UDM/ARPF 
· Compare HRES* & XHRES* 
· Computes key derivation
· Potentially determines the best next serving satellite for the UE 
UDM/ARPF
· De-conceal SUCI
· Verify AUTN, compute Auth response data (computes RES*, CK, IK and generates KAUSF)


*** End of Changes ***
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